A3912 « New Jersey

Extends crime of identity theft to include fraudulent impersonation or false
depiction by means of artificial intelligence or deepfake technology.

Last Action (Feb 27, 2024): Introduced, Referred to Assembly Science, Innovation and Technology
Committee

Summary

This bill extends identity theft laws to include fraud via Al and deepfake technology, amending
N.J.S.2C:21-17 and P.L.2003, ¢.184, with penalties based on victims affected.

Business Impact

If you use Al or deepfake technology in your operations, you must ensure compliance with
identity theft laws or face criminal penalties.

Key Provisions

Extends identity theft laws to include fraud via Al and deepfake technology.
Defines penalties based on the number of victims affected.

Mandates remediation actions such as destruction of false depictions.
Clarifies definitions of 'false personation record' and 'false depiction.'
Maintains existing grading of identity theft crimes.

Allows for civil actions for economic and non-economic losses.

Compliance Checklist

Ensure compliance with identity theft laws regarding Al and deepfake use. | Who: Businesses
using Al or deepfake technology. | Penalty: Criminal penalties for violations.

Implement procedures to prevent fraudulent impersonation using Al. | Who: Businesses and
organizations utilizing Al technologies. | Penalty: Potential criminal charges and civil liabilities.

Industries Affected
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Official Source

https://pub.njleg.gov/Bills/2024/A4000/3912_I11.HTM

Disclaimer: This document is generated by Al for informational purposes only. It does not constitute legal advice.
Consult a qualified attorney for guidance specific to your situation. Information may not be fully up to date.
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