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HB2411 • Illinois

BIOMETRIC DATA-COMMERCIAL USE
Enacted Risk: Medium Amendment

Last Action (Jan 08, 2019): Session Sine Die

Summary

This bill restricts private entities from requiring biometric data for goods or services, with
exceptions for certain sectors, and mandates written consent and disclosure.

Business Impact

If you collect biometric data in Illinois, you must ensure compliance with consent
requirements or face potential legal penalties.

Key Provisions

• Private entities cannot require biometric data for goods/services, except for background
checks or security protocols.

• Exemptions apply to medical service providers, law enforcement, and governmental entities.
• Entities must develop a public policy on the retention and destruction of biometric data.
• Private entities must inform individuals in writing and obtain written consent before collecting

biometric data.

Compliance Checklist

• Ensure biometric data is not required for goods/services unless exempted. | Who: Private
entities collecting biometric data. | Penalty: Potential legal action for non-compliance.

• Develop and publicly share a policy on biometric data retention and destruction. | Who: Private
entities in possession of biometric data. | Penalty: Potential legal action for non-compliance.

Industries Affected

Technology Retail
Consumer
Protection Government Healthcare

Law
Enforcement Employment
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Topics

AI Healthcare AI in Government AI Privacy AI in Law Enforcement

Bill Sponsors

Name Party Role

Sam Yingling D Sponsor

Related Bills

• HB4330 (IL)
• HB6025 (IL)

Official Source

http://www.ilga.gov/legislation/BillStatus.asp?DocNum=2411&GAID;=14&DocTypeID;=HB&SessionID;=91&G
A;=100
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