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SB2409 • Illinois

BIOMETRICS-PRIVATE DETECTIVES
Introduced Risk: Medium Amendment

Effective: Oct 03, 2023  |  Last Action (Apr 22, 2016): Rule 3-9(a) / Re-referred to Assignments

Summary

This bill allows licensed private detectives and security contractors to collect facial scans for law
enforcement without prior notice requirements.

Business Impact

If you operate a private security agency in Illinois, you must comply with retention guidelines
for facial scans or face legal consequences.

Key Provisions

• Allows collection of facial scans by licensed private detectives for law enforcement without
prior notice.

• Entities must establish a retention schedule for biometric data.
• Data must be destroyed within 30 days unless exceptions apply.
• Entities must comply with other requirements set forth in the Biometric Information Privacy Act.
• Prohibits selling or profiting from biometric information.
• Requires protection of biometric data using industry standards.

Compliance Checklist

• Establish a retention schedule for biometric data. | Who: Private detectives and security
contractors. | Penalty: Legal consequences for non-compliance.

• Ensure destruction of biometric data within 30 days of last interaction. | Who: Private detectives
and security contractors. | Penalty: Legal consequences for non-compliance.

Industries Affected
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Bill Sponsors

Name Party Role

Terry Link D Sponsor

Official Source

http://www.ilga.gov/legislation/BillStatus.asp?DocNum=2409&GAID;=13&DocTypeID;=SB&SessionID;=88&
GA;=99
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